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[57] ABSTRACT 

A satellite based broadcast data communications service for 
a satellite communications system is presented which allows 
a data information service provider (40) to send large blocks 
of data information to mobile subscriber units (50). A 
satellite gateway (30) is coupled to a service provider (40) 
via a ground link (42) and to a satellite communications 
network (10) via a gateway link (36). A mobile subscriber 
unit (50) is coupled to the satellite communications network 
(10) via both a message link (56) and a high-speed high- 
bandwidth downlink (58). The mobile subscriber unit sends 
a data request for requested data information to service 
provider (40) via message link (56), satellite communica- 
tions network (10), gateway link (36), gateway (30), and 
ground link (42). Service provider (40) responds by retriev- 
ing and sending the requested data information to the 
requesting subscriber unit (50) via ground link (42), gateway 
(30), gateway link (36), satellite communications network 
(10), and high-speed high-bandwidth downlink (58). Service 
provider (40) sends a set of standard data information to the 
satellite communications network (10) to be broadcast over 
the high-speed high-bandwidth downlinks (58). Each sub- 
scriber unit 50 receives the broadcast standard data 
information, preferably only those portions for which the 
subscriber unit (50) has access authorization. The satellite 
based broadcast data communications service provides for 
data requests, data delivery, data access control, delivery 
priority, and billing for use of the system. 

11 Claims, 2 Drawing Sheets 
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SATELLITE BASED HIGH BANDWIDTH 
DATA BROADCAST 

FIELD OF THE INVENTION 

The present invention pertains to satellite 
communications, and, more particularly, to a satellite based 
broadcast data communications service for a satellite com- 
munications system for allowing a data information service 
provider to send large blocks of data information to mobile 
subscriber units. 

BACKGROUND OF THE INVENTION 

Data communication services are essential in present day 
network communications systems. While many services, 15 
such as networked applications sharing common files and 
internet web browsers, generally require a bidirectional 
communication interface, many data services operate for the 
most part as a uni-directional service. Examples of such 
services are file transfers of large blocks of data such as 20 
weather map information, position, vector and course infor- 
mation from other mobile users, airport ground information, 
and audiovisual entertainment. 

A critical point in providing or receiving data services is 
the ability to connect to the network. In present day network 25 
systems, it is not necessary for each user to connect directly 
to the network. Rather, users typically connect remotely to 
the network via modem by dialing a conventional telephone 
number of an access point. The access point is typically a 
switch owned by a network service provider through which 30 
remote callers are authenticated as authorized users and then 
connected to the network. One difficulty in present net- 
worked systems is the ability to maintain a network 
connection, either directly or remotely, when a user is 
mobile. Most local communications networks are ground 35 
based and use line of sight (LOS) communications links. 
These types of communication systems work well when 
each node in the communication network is stationary. 
However, if a network node is mobile, as for example an 
airborne aircraft or a mobile ground equipment vehicle, the 40 
ability to maintain a connection to a communications net- 
work becomes more difficult, especially where the mobile 
user travels far distances or across several geographical 
boundaries. This occurs because the mobile user moves in 
and out of range of any single ground based communication 45 
system. Furthermore, even in cellular radiotelephone com- 
munications system, which provide communication links for 
moving subscriber units, the ground based switching 
centers, or "cells", must each be in communication and are 
required to conduct a lengthy subscriber authentication 50 
processing order to service a "roaming" subscriber unit that 
is out of range of its "home" cell but which is within the 
range of control of a "visited" cell. This results because only 
the home cell of a subscriber has full access to its authen- 
tication information (e.g, the subscriber unit identifier (ID) 55 
which uniquely identifies the subscriber unit from other 
subscriber units). Accordingly, the overhead involved in 
sending a message is quite high, impractical, and even 
impossible when the subscriber moves out of range of any 
cell in the cellular network. Furthermore, subscriber units of 60 
cellular based communication systems are not set up to 
handle large blocks of incoming data at high speeds. In 
addition, in order to send data from one node in a commu- 
nication network to another, the location of the destination 
network node must be known. Where a subscriber travels in 65 
and out of the range of communication of several ground 
based communication systems, the location of the subscriber 



unit is always changing and hence not necessarily known. 
Accordingly, it is very difficult to send data, and especially 
large blocks of high-speed high-bandwidth data, to mobile 
users in a communication system. 
5 What is needed is a system and method for providing 
timely delivery of large blocks of digital data on a one-way 
as-needed basis from a data information service provider to 
a mobile user. 



BRIEF DESCRIPTION OF THE DRAWING 

The invention will be better understood from a reading of 
the following detailed description taken in conjunction with 
the drawing in which like reference designators are used to 
designate like elements, and in which: 

FIG. 1 is a diagram of a system in accordance with the 
invention; and 

FIG. 2 is a block diagram illustrating the functionality of 
each of the nodes of the system of FIG. 1. 

DETAILED DESCRIPTION 

The present invention provides a satellite based broadcast 
data communications service which allows ground based 
service providers to broadcast high bandwidth data infor- 
mation to mobile users. Data information suitable for broad- 
casting by the satellite based broadcast data communications 
service of the invention includes weather map information, 
position, vector and course information from other mobile 
users, airport ground information, and audiovisual entertain- 
ment. In accordance with the invention, the satellite based 
broadcast data communications system can be configured by 
the system's users to target a particular individual user or 
group of users with high bandwidth data according to an 
addressing scheme defined by a communications link pro- 
tocol. Users, hereinafter "subscribers", subscribe to service 
providers to obtain particular data services. The satellite 
based broadcast data communications service allows sub- 
scribers to access only the information which they subscribe 
to or are registered for. Additional services can be accessed 
by requesting information from the service provider. Indi- 
vidual mobile subscribers or subscriber applications request 
downloads of particular digital information through data 
messages transmitted over a lower band width data channel. 
The requested high bandwidth data is broadcast via satellite 
over a one-way high-bandwidth downlink. The satellite 
based broadcast data communications service is also con- 
figurable to collect system usage information for use in 
possible collection of fees from system subscribers. The 
satellite based data broadcast communications service of the 
invention allows data information service providers to pro- 
vide data information to mobile subscribers across different 
geographic regions. 

In accordance with the invention, there is provided a 
low-orbit global-coverage satellite network through which 
digital data information is transmitted and received. Further 
in accordance with the invention, mobile subscribers are 
supplied with a satellite communications subscriber unit 
which has the capability of sending data requests and 
receiving requested high-bandwidth data information from a 
satellite network over a high bandwidth downlink. 

An illustrative embodiment of the satellite based broad- 
cast data communications service is described herein in the 
context of an avionic communications system. However, it 
will be appreciated by those skilled in the art that the 
principles of the invention extend to any communications 
system having mobile subscribers. 
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FIG. 1 illustrates a system in accordance with the inven- and delivery of specific information to a particular sub- 

tion. The avionics communications system includes a ser- scriber unit 50. Service provider 40 uses the billing data for 

vice provider 40, a satellite communications network 10, a billing the requesting subscriber for the data information 

satellite gateway 30, and one or more subscribers, shown as requested and or for usage of the system, 

aircraft 55 and ground equipment 57. Ground equipment 57 5 FIG. 2 is a block diagram illustrating the functionality of 

can be stationary or mobile. Service provider 40 can be a each of the nods of the avionics communications system of 

single entity or can include multiple independently operated FIG. 1. Service provider 40 is configured to accept data 

service provider entities. Aircraft 55 and ground equipment information requests routed to it by gateway 30, and to 

57 are each equipped with a subscriber unit 50. Each respond by sending the requested data information to the 

subscriber unil 50 is configured .to transmit data_requests 10 requesting subscriber unit 50 via gateway 30, which causes 

ovcr ^g^l^f^^jdtk^iaia^hanne1 tP. satellite communica- it to be routed to the requesting subscriber unit 50. Gateway 

tionsngWorkjQ. 30 preferably includes a transceiver 38 and a gateway 

*I)ata "requestsju^o satellite communicatio ns control processor 32. Transceivers are known in the art, and 

network 10, To gatewa^^pveTasatellite ground link 36, generally include a transmitter device and a receiver device 

and to service provider^Ovia^ouhd link 42. Gateway 30 15 both coupled to an antenna. Gateway control processor 32 

grants service provided 40 access to a satellite high band- manages access to satellite communications network 10, to 

width downlink 58, acTcohtrols channel and transmission route signals between satellite communications network 10 

time assignments. Gateway 30 relays the requested data and entities desiring access to it (e.g, service provider 40), 

information to satellite communications network 10 through and to manage channel access of gateway link 36. Gateway 

link 36. Satellite communications network 10 then transmits 2 o control processor 32 keeps track of data information 
the requested data information to subscriber units 50 overj requests and pre-scheduled data transmissions and the 
high bandwidth downlinks 58. ' scheduling priorities assigned to each. Preferably, gateway 

A broadcast link protocol includes information about control processor 32 also ^ontrols channel availability over 

which subscribers are authorized to access which services. A message link 56. Accordingly, gateway control processor 32 

controller or programmed process in the subscriber units 50 25 can provid e' notification to subscr jbrrf *0 mp.<^ aggjinV 

allows the subs^nberjo^access broadcast data information ,56 of expected delivery delays when heavy traffic builds up 

only if Jhe proper authorization is i ncluded in jh ejink lengthy transmission queues in the satellites. Preferably, 

DIotog oLBroadcast data information is sent from service gateway control processor 32 includes a processor coupled 

provider 50 to subscriber units 50 continuously, at rates to a memory and accompanying control hardware. Billing 

^appropriate t o the particular applicatio n. The satellite based 30 information, including the subscriber ID, for the delivery of 

broadcast data communications service of the invention is » data is extracted by gateway control processor 32 and sent 

capable of supporting applications requiring rapid updates, -- to a billing function 34 as the data transmitted over gateway 
such as cockpit display of traffic information (CDTIJ.'SuJjr^? link 36. 

scriber unit 50 coll ects all data of potential interest to^h e The gateway link 36 to each satellite 20 provides wide 
subscriber , limited only by access authorization and memory 35 band data delivery to the routing established by the request- 
Rmitations of the subscriber unit 50. The subscriber (i.e, ing subscriber. Data information uplinks are performed in 
pilot, airport personnel, passengers, or equipment operator) response to requests routed from subscriber units 50 over 
can select particular information for display. In addition, or satellite message links 56, inter-satellite crosslinks 12, and 
alternatively, the requested information is sent to automated gateway link 36, and or are automatically performed accord- 
applications executing with the aircraft 55 or ground equip- 40 ing to a preplanned schedule. The requested data inform a- 
ment 57 • tion is preferably interleaved over gateway link 36 with 
Subscribers access data information which is not included other link traffic to a satellite 20 in the satellite communi- 
in the standard broadcast by generating data requests cations network 10. The requested data information is inter- 
addressed to the appropriate service provider. The subscriber leaved using a time, frequency, or code multiplexing method 
generates the data request via a user interface of subscriber 45 (TDMA, FDMA, CDMA), which are all well-known in the 
unit 50. Subscriber unit 50 processes the request and send k i art. 

to satellite communications system lO over a low bandwidth /Dj Each satellite 20 in satellite communications network 10 
message link 56.*ft[essage link56 is a~separate loj^band- ^includes a crosslink transceiver 21, a router controller 23, a 
width bidirectional cor nmunications_cJianDel connection high speed wideband downlink transmitter 25, a message 
betweenjat ellite 20^an3 subscriber 5 0. Satellite communi- 50 link transceiver 27, and a gateway transceiver 29. Router 
catlonssystem 10 routes the data request to gateway^30over controller 23 manages inter-link communication and data 
link 36, where it is routed to service provider 40 over ground routing over and between inter-satellite crosslinks 12, gate- 
link 42. Service provider 40 retrieves the requested data way links 36, data messaging links 56, and high bandwidth 
information and sends to gateway 30 over ground link 42, downlinks 58. Crosslink transceiver 21 transmits and 
which routes it to satellite communications network 10 over 55 receives data packets over crosslinks 12. Gateway trans- 
gateway link 3 6. A satellite in satellite communication ceiver 29 transmits and receives data packets over gateway 
network 10 includes the requested information in the stan- links 36. Me ssage link transceiver 27 transmits and receives 
dard broadcast stream which is broadcast over high band- data packets over messaging links 56. High speed wideband 
width downlinks 58. The requested data information is downlink transmitter broadcasts data packets over high 
addressed to the requesting subscriber according to the link 60 bandwidth downlinks 58. Preferably, each of crosslink trans- 
protocol. Upon proper receipt of the requested data ceiver 21, high speed wideband downlink transmitter 25, 
information, the requesting subscriber's subscriber unit 50 message link transceiver 27, and gateway transceiver 29 
sends an acknowledgement message to gateway 30 and or includes an independent transmission queue for temporarily 
service provider 40 through a message routing and delivery ,^lQjjri£ data packets tha t are waiting to be transmitted. The 
service via message link 56. Gateway 30 is in communica- 65 size of each independent transmission queue is preferably 
tion with a billing function 34 over link 46 to generate communicated to the gateway control processor 32 in gatc- 
billing data for service provider 40 indicating the request way 30 so that it can notify sub scriber units 50 if d elays are 
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to be expected due to heavy traffic through the satellite 
communications network 10. Router controller 23 prefer- 
ably includes a processor and a memory in which an address 
register containing locations of nodes in the communications 
network is maintained. The location of each subscriber is 5 
updated in the address register of router controller 23 in each 
satellite 20. The subscriber locations are extracted from 
message acknowledgements sent after the successful receipt 
of requested data information or by periodic communication 
between satellite 20 and subscriber unit 50 over message 10 
link 56 when download traffic is light. When a data packet 
is received via one of the transceivers 21,27 29, router 
controller 23 looks up the location of the intended destina- 
tion node of the data packet in the address register, deter- 
mines which link and communications channel the data 15 
packet will be transmitted, and sends the data packet to the 
transmission queue of the appropriate transceiver 21, 27, 29 
or transmitter 25 which handles the transmission of the data 
packet. In one embodiment, each data packet is originally 
assigned a priority by the application that generated it. 2 o 
Satellite router controller 23 preferably enters the data 
packet in the appropriate transceiver's or transmitter's trans- 
mission queue according to the data packet's original 
assigned priority. 

A link protocol is employed wherein the address of the 25 
data packet includes not only the necessary overhead to 
multiplex and recover the data content but also a specific 
subscriber ID and coded access authorization. The sub- 
scriber ID and access authorization address a single sub- 
scriber unit 50 or a class or group of subscriber units 50. 30 
Data packets are access controlled wherein each subscriber 
unit 50 only accesses those transmissions which are specifi- 
cally addressed to it and which the subscriber unit 50 has 
authorization to receive. In an alternative embodiment, the 
data information is encrypted to provide added security. In 35 
this embodiment, each subscriber unit 50 is provided the 
unique key either by a public key encryption system or 
another separate key distribution method. As described 
herein, the system is transparent to such encryption in that 
it simply delivers the data information to subscriber units 50, 40 
and each subscriber unit 50 reconstructs the data information 
so that it may have either a clear or encrypted data content 
without differentiation by this system. 

Data is directed over high speed downlink 58 from a 
satellite 20 covering the current location of the requesting 45 
subscriber unit 50. Satellite downlink geographical coverage 
is managed by a satellite subsystem which steers antennas to 
assure a single satellite covers needed geographical area. As 
each satellite 20 moves over the geography, the area of 
responsibility is transferred from a setting satellite to a rising so 
satellite, and data traffic is routed to the correct satellite to 
serve subscribers in each geographical area. This coordina- 
tion is accomplished via inter-satellite crosslinks 12. As a 
subscriber unit 50 passes from a given satellite's coverage 
(or the satellite coverage moves away from the subscriber 55 
unit), rerouting is accomplished seamlessly via crosslink 
communications. The subscriber unit location information is 
maintained by satellite router controllers 23 such that any 
message uplinked for a given subscriber may be directed via 
crosslink 12 using this information. In this manner a single 60 
gateway 30 may provide data to a subscriber 50 unit 
anywhere on the earth as long as the satellite communica- 
tions network provides global coverage. It will be appreci- 
ated by those skilled in the art that multiple gateways 30 can 
also be accommodated since each data packet includes 65 
source IDs as well as destination IDs, thus allowing the data 
packet to be properly routed. 
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Where data information is to be broadcast to multiple 
subscriber units 50, the data information is routed to the 
satellites 20 in satellite communications network 10 which 
provide coverage over all of the destination subscribers. 
Accordingly, the same data information may be broadcast by 
multiple satellites 20 over multiple high bandwidth down- 
links 58 to cover the locations of all addressed destination 
subscriber units 50. 

The invention described herein provides a solution for 
achieving interoperability between terrestrial based cellular 
systems and satellite based cellular systems. Although the 
invention has been described in terms of the illustrative 
embodiment, it will be appreciated by those skilled in the art 
that various changes and modifications may be made to the 
illustrative embodiment without departing from the spirit or 
scope of the invention. It is intended that the scope of the 
invention not be limited in any way to the illustrative 
embodiment shown and described but that the invention be 
limited only by the claims appended hereto. 
What is claimed is: 

1. A satellite based broadcast data communications sys- 
tem for allowing a data information service provider to send 
large blocks of data information to mobile subscriber units, 
comprising: 

a satellite gateway coupled to said service provider; 
a satellite communications network coupled to said sat- 
ellite gateway via a gateway link; 
a mobile subscriber unit coupled to said satellite commu- 
nications network via both a message link and a high- 
speed high-bandwidth downlink, said mobile sub- 
scriber unit comprising means for sending a data 
request for requested data information to said service 
provider via said message link, and means for receiving 
said requested data information via said high speed 
high bandwidth data link, wherein said subscriber unit 
comprises means for blocking access to portions of said 
data information, wherein: 
said data information comprises digital data packets, each 
said digital data packet comprising a subscriber iden- 
tification (ID), an access code, and a data payload 
comprising a portion of said data information; and 
said access authorization means comprises: 
identification matching means for comparing a subscriber 
unit ID of said mobile subscriber unit with said sub- 
scriber ID of a received said data packet and providing 
an ID match indication if said subscriber unit ID is 
included in said subscriber ID; 
access code matching means for reading said access code 
of said received data packet and providing an access 
granted indication if said mobile subscriber unit is 
authorized to access said data payload of said received 
data packet; and 
said blocking means comprising means for blocking 
access to said data payload unless both said identifica- 
tion matching means provides said ID match indication 
and said access code matching means provides said 
access granted indication. 

2. A satellite based broadcast data communications sys- 
tem in accordance with claim 1, wherein: 

said satellite communications network broadcasts said 
standard data information over said high-speed high- 
bandwidth downlink; and 
said mobile subscriber unit receives selected portions of 
said standard data information, said mobile subscriber 
unit includes means for authorizing access to said 
selected portions. 
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3. A satellite based broadcast data communications sys- 
tem in accordance with claim 1, wherein: 

said data information is encrypted; and 

said mobile subscriber unit comprises decrypting means 

for decrypting information data received via said high- 5 

speed high-bandwidth downlink. 

4. A satellite based broadcast data communications sys- 
tem in accordance with claim 3, wherein: 

said mobile subscriber unit comprises with a unique 
decryption key via said message link by a public key 
encryption system. 

5. A satellite based broadcast data communications sys- 
tem in accordance with claim 1, wherein: 

said satellite gateway extracts billing information from ^ 
said data requests. 

6. A satellite based broadcast data communications sys- 
tem in accordance with claim 5, comprising: 

a billing function for receiving and processing said billing 
information extracted by said satellite gateway to 20 
assign fees to be billed to said mobile subscriber unit. 

7. A mobile subscriber unit for use with a satellite based 
broadcast data communications service operating in a com- 
munications system comprising a satellite gateway coupled 

to a data information service provider via a ground link, a 25 
satellite communications network coupled to said satellite 
gateway via a gateway link, said mobile subscriber unit 
comprising: 

a message transceiver coupled to said satellite communi- 
cations network via a message link for sending and 
receiving data messages; 

a user interface which receives a data request for 
requested data information; 

a controller for processing said data request and sending 
said data request to said message transceiver to be 
transmitted by said message transceiver to said service 
provider via said message link, said satellite commu- 
nications network, said gateway link, said gateway, and 
said ground link; 

a high-speed high-bandwidth data receiver coupled to said 
satellite communications network via a high-speed 
high-bandwidth downlink which receives said 
requested data information, said requested data infor- 
mation being retrieved by said service provider in 45 
response to said data request and sent from said service 
provider via said ground link, said gateway, said gate- 
way link, said satellite communications network, and 
said high-speed high-bandwidth downlink, wherein 
said high-speed high-bandwidth receiver receives only 50 
portions of said data information broadcast for which 
said mobile subscriber unit has access authorization; 
and 

access authorization detecting means for determining 
whether said mobile subscriber unit has authorization 55 
to access said portions of said set of data information 



30 



35 



40 



which is broadcast over said high-speed high- 
bandwidth downlink, and for block access to said 
portions of data information by a user of said mobile 
subscriber unit if said access authorization detecting 
means determines that said mobile subscriber unit does 
not have said authorization. 

8. A mobile subscriber unit in accordance with claim 7, 
wherein: 

said high-speed high-bandwidth receiver receives a stan- 
dard data information broadcast; 

said standard data information broadcast sent by said 
service provider to said satellite communications net- 
work via said ground link, said gateway, and said 
gateway link, and broadcast by said satellite commu- 
nications network over said high-speed high-bandwidth 
downlink. 

9. A mobile subscriber unit in accordance with claim 7, 
wherein: 

said service provider sends said data information in digital 
data packets, each digital data packet comprising a 
subscriber identification (ID), an access code, and a 
data pay load comprising a portion of said data infor- 
mation; and 

said access authorization detecting means comprises: 
identification matching means for comprising a subscriber 
unit ID of said mobile subscriber unit with said sub- 
scriber ID of a data packet received via said high-speed 
high-bandwidth downlink and providing an ID match 
indication if said subscriber unit ID is included in said 
subscriber ID; and 
access code matching means for reading said access code 
of said received data packet and providing an access 
granted indication if said mobile subscriber unit is 
authorized to access said data payload of said received 
data packet; and 

blocking means for blocking access to said data payload 
unless both said identification matching means pro- 
vides said ID match indication and said access code 
matching means provides said access granted indica- 
tion. 

10. A mobile subscriber unit in accordance with claim 9, 
wherein: 

said service provider comprises encryption means for 
encrypting said data information; and 

said mobile subscriber unit comprises decrypting means 
for decrypting information data received via said high- 
speed high-bandwidth downlink. 

11. A mobile subscriber unit in accordance with claim 10, 
wherein: 

said mobile subscriber unit is provided with a unique 
decryption key via said message link by a public key 
encryption system. 



11/10/2002, EAST Version: 1.03.0002 



